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Abstract—Building blockchain-based applications and deciding
which elements of an architecture should employ blockchain
technologies poses several challenges. Architectural design deci-
sions have a strong impact on quality attributes such as privacy,
operational cost, transparency, risk and user experience (UX).
To deal with these challenges, we propose a structured approach
using existing architectural concepts such as strategies, tactics
and design patterns and illustrate their application using the
Meta-Transaction design pattern. Meta-Transactions are cryp-
tographically signed function calls (i.e. transactions) a user
sends to a backend. The backend submits the transaction to
the blockchain and pays the fees on behalf of the user. Due
to the cryptographic signature, the backend is not able to
manipulate the function name or its parameters, thus acting as
a trustless proxy. Several other design patterns exist in the area
of blockchain-oriented applications but it remains unclear how
to decide which are suitable for a given use case and how quality
attributes of the resulting system are affected. By using the Meta-
Transaction design pattern as an example, this paper motivates
why Blockchain Tactics and corresponding design patterns are
necessary and help to structure best practices and common
solutions for challenges of using blockchain technology.

I. INTRODUCTION

Building applications using blockchain technology is a
promising way for decentralizing elements of a software
architecture in order to reduce the required level of trust
and increase transparency of current systems [1], [2], [3].
Blockchain-Oriented Software Engineering (BOSE) is a grow-
ing discipline for creating such decentralized applications
(”DApps”) in a structured and effective way [4]. In addition to
the aforementioned advantages, using blockchain technology
also poses several challenges. The choice can have a strong
impact on quality attributes of the resulting system, e.g. pri-
vacy, operational cost, transparency, risk and user experience.
For many use cases it therefore makes sense to use blockchain
technology only for certain parts when building an application,
thus resulting in a ”hybrid DApp” using blockchain and non-
blockchain elements [5]. The decision which parts benefit from
decentralization and which trade-offs have to be considered
is not easy to make. There are certain types of information
that need to be captured during requirements engineering in
order to make that decision but are not considered in detail by
current approaches (e.g. the level of trust or required level of
privacy). A first step towards this goal are the approaches by

Wessling et al. [5] or Marchesi et al. [6], who both present a
software engineering process tailored to the specific needs of
blockchain-oriented applications. Following a BOSE process,
the software architect is constantly confronted with trade-offs
due to challenges introduced by blockchain technology [4].
Those challenges can be categorized and refer to quality
attributes such as user experience (e.g., requiring a wallet with
cryptocurrency), privacy (e.g., storing personal information on
a public ledger) and scalability (e.g., waiting for a transaction
to be confirmed and added to the blockchain after each DApp
interaction) [7], [8]. To handle those challenges, Blockchain
Tactics and corresponding design patterns emerged to capture
best practices and common solutions in a structured way [2].

In this paper we take a closer look at current Blockchain
Tactics, describe the terminology around this area of research
and use Meta-Transactions to give a first specific example
of a design pattern implementing Blockchain Tactics. This
paper is structured as follows. Section II gives an overview of
current Blockchain Tactics and design patterns. In Section III
we will introduce the concept of Meta-Transactions to explain
the decision process when comparing different implementation
options and their trade-offs. Section IV concludes this paper
and gives an outlook on future work and open issues in
this direction. For illustration purposes this paper refers to
the Ethereum blockchain, as it is currently the most active
environment [9], [10], although most of the concepts are
independent from a specific blockchain implementation.

II. BLOCKCHAIN TACTICS

Architectural Tactics are introduced by Bass et al. [11] and
Bachmann et al. [12] in the context of software architecture
design and describe the relation between architectural deci-
sions and quality attributes. Bass and Bachmann use three
distinct terms to describe reoccurring challenges in the area of
software architectures: Strategies, Tactics and Design Patterns.
According to the authors, an Architectural Strategy describes
an overall goal of the stakeholders (e.g., ”reduce cost”) and can
be represented as a set of Architectural Tactics. Architectural
Tactics follow the overall goal described by a strategy (e.g.,
”use cloud hosting” in order to reduce cost) and can also refer
to more specific Tactics (as a refinement of a tactic) and design
patterns (as an implementation of a tactic). A design pattern
captures best practices and common solutions for reoccurring









[3] C. Ehmke, F. Blum, and V. Gruhn, “Properties of decentralized
consensus technology – why not every blockchain is a blockchain,”
2019. [Online]. Available: http://arxiv.org/abs/1907.09289

[4] S. Porru, A. Pinna, M. Marchesi, and R. Tonelli, “Blockchain-
oriented software engineering: Challenges and new directions,” in 2017
IEEE/ACM 39th International Conference on Software Engineering
Companion (ICSE-C), 2017, pp. 169–171.

[5] F. Wessling, C. Ehmke, M. Hesenius, and V. Gruhn, “How much
blockchain do you need? towards a concept for building hybrid dapp
architectures,” in 1st IEEE/ACM International Workshop on Emerging
Trends in Software Engineering for Blockchain, WETSEB@ICSE 2018,
Gothenburg, Sweden, May 27 - June 3, 2018, 2018, pp. 44–47.

[6] M. Marchesi, L. Marchesi, and R. Tonelli, “An agile software
engineering method to design blockchain applications,” 2018. [Online].
Available: http://arxiv.org/abs/1809.09596

[7] X. Xu, I. Weber, M. Staples, L. Zhu, J. Bosch, L. Bass, C. Pautasso, and
P. Rimba, “A taxonomy of blockchain-based systems for architecture de-
sign,” in 2017 IEEE International Conference on Software Architecture.

[8] F. Wessling and V. Gruhn, “Engineering software architectures of
blockchain-oriented applications,” in 2018 IEEE International Confer-
ence on Software Architecture Companion, ICSA Companion 2018,
Seattle, WA, USA, April 30 - May 4, 2018, 2018, pp. 45–46.

[9] V. Buterin, “Ethereum: A next-generation smart contract and
decentralized application platform,” 2013. [Online]. Available: https:
//github.com/ethereum/wiki/wiki/White-Paper

[10] A. M. Antonopoulos and G. Wood, Mastering Ethereum: Building Smart
Contracts and DApps, 1st ed. O’Reilly Media, 2018.

[11] L. Bass, P. Clements, and R. Kazman, Software Architecture in Practice,
ser. SEI series in software engineering. Addison-Wesley, 2003.

[12] F. Bachmann, L. Bass, and M. Klein, “Deriving architectural tactics:
A step toward methodical architectural design,” Software Engineering
Institute (SEI), Technical Report, No. CMU/SEI-2003-TR-004, 2003.

[13] J. Eberhardt and S. Tai, “On or off the blockchain? insights on off-
chaining computation and data,” in Service-Oriented and Cloud Com-
puting, ser. Lecture Notes in Computer Science. Springer, Cham, 2017.

[14] R. Kazman, M. Klein, and P. Clements, “ATAM: Method for architecture
evaluation,” Software Engineering Institute, Carnegie Mellon University,
Pittsburgh, PA, Tech. Rep. CMU/SEI-2000-TR-004, 2000.

[15] Y. Liu, Q. Lu, X. Xu, L. Zhu, and H. Yao, “Applying design patterns
in smart contracts,” in Blockchain ICBC 2018, ser. Lecture Notes in
Computer Science, S. Chen, H. Wang, and L.-J. Zhang, Eds. Springer
International Publishing, 2018, pp. 92–106.

[16] M. Wohrer and U. Zdun, “Smart contracts: security patterns in the
ethereum ecosystem and solidity,” in 2018 International Workshop on
Blockchain Oriented Software Engineering (IWBOSE), 2018, pp. 2–8.

[17] Ethereum. Solidity docs - common patterns. [Online]. Available:
https://solidity.readthedocs.io/en/develop/common-patterns.html

[18] ConsenSys. Ethereum smart contract security best practices. [Online].
Available: https://consensys.github.io/smart-contract-best-practices/




